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approach. A permissioned blockchain-based prototype was designed

and evaluated against conventional healthcare data management
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models using quantitative performance metrics and qualitative
validation. The results demonstrate that blockchain integration
significantly enhances data integrity and security through

Keywords:

decentralized consensus and cryptographic mechanisms, while
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Records, Decentralized Systems privacy indices, strong resistance to unauthorized access, and minimal
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maintaining high levels of system availability and fault tolerance.

Experimental findings revealed consistently high integrity and

Interoperability performance degradation during node failure simulations. Transaction
throughput remained scalable under increasing workloads, and
latency levels were observed to be suitable for real-time healthcare
operations. Visual and tabular analyses further confirmed that
blockchain-based systems achieve a balanced trade-off between
security and efficiency. The study concludes that blockchain
technology offers a robust, transparent, and patient-centric framework
for managing healthcare data, with broad implications for electronic
health records, clinical trials, and healthcare supply chains. These
findings support the feasibility of blockchain adoption as a
foundational technology for secure and interoperable healthcare

information systems.
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INTRODUCTION
The implementation of the concept of blockchain

technology in the information systems related to
healthcare is a revolutionary system of eliminating the
years-old issues of data privacy, security, and
interoperability (Alex and Selvan, 2024, p. 5; Shaikh
et al., 2025). The standard weaknesses associated with
traditional healthcare systems are some fabrication of
data, the existence of single points of failure, and the
absence of data traceability, which the blockchain can
address thanks to the property of decentralisation and
irreversibility (Wu and Wang, 2024, p. 1). The
technology provides an effective system to protect
confidential patient information, data accuracy, and
even secure the data sharing between different
healthcare organisations to be safe (Atadoga et al.,
2024, p. 1605). The blockchain distributed ledger
technology has the capacity to record all transactions
that cannot be altered, and thus it is simpler to audit
and find out who accessed and altered patient data in
a healthcare network (Sinha, 2024, p. 7). The system
removes the centralised unit in the management of the
medical records and replaces it with a decentralised
network. This minimizes the threats of breached
administrators or unplanned failures in the system
(Ibor et al., 2023, p. 992). It is also a decentralisation,
which enables individuals to have more control over
their health data by enabling them to determine the
access control and get a trail of how other medical
workers are using their information (Handayani et al.,
2023, p. 10). It is of particularly high priority
considering the fact that the volume of health data that
is generated today can contribute greatly to the
validity of medical diagnosis and care decisions
provided that it is stored safely and shared (Altamimi
et al., 2024, p. 13). In addition, the blockchain records
cannot be deleted and altered, and hence this value
guarantees that the health data cannot be altered and
switched after writing it down, therefore, improving

the data integrity and minimizing the risk of fraud and
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medical documentation mistakes (Atadoga et al.,
2024, p. 1609). This is a sophisticated security system
that must be in place to make sure that the information
of the patients is not lost or accessed by unacceptable
personnel. This improves privacy and security of data
in the healthcare sector, in general (Kasyapa and
Vanmathi, 2024, p. 11; Pokharel et al., 2025).
Blockchain records cannot be modified once created,
hence it is substantial in keeping accurate and
dependable patient records and eliminating the chance
of one modifying data because of ill motives (Adeghe
etal., 2024, p. 15). The use of blockchain is a powerful
sensitive  healthcare

tool that can safeguard

information against hacker attacks and other
unauthorized persons since it cannot be altered and
advanced cryptographic functions are deployed. It
also makes certain that the medical records are valid
throughout the lifecycle (Quayson et al., 2024, p. 106).
In addition, blockchain is decentralised, thus
eradicating single points of failure that is a typical
shortcoming of other centralised systems. It makes the
risk of major malfunctions of the system, as well as
information intrusion, significantly smaller (Chitikela,
2024, p. 5). The infrastructure offered by blockchain
is rather strong due to the dispersal of information
over a large number of nodes. When one of the nodes
fails, the system is not endangered. This is among the
fault resilience and security measures that have never
been experienced before (Jha, 2025, p. 6151). This
decentralized registry is such that every node in the
network has the complete registry. It means that any
changes should be supported by everybody and
minimise the likelihood of manipulations of the
information or unauthorised access which is achieved
in centralised systems (Adeghe et al., 2024, p. 15;
Rahal et al., 2023, p. 23). Thus, the blockchain
technology may be a strong platform to build more
open, safer, and patient-centered healthcare

information systems. It solves the following urgent
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problems data security, compatibility, and avoidance
of medical supply chain fraud (Atadoga et al., 2024,
p- 1607). This is the indissolvable and decentralised
character that makes sure that medical records cannot
be changed or even destroyed and in such a way that
once the information is obscured it cannot be changed
or removed and hence patient data becomes more
reliable (Othman and Getahun, 2025). This attribute
plays an important role in guaranteeing that the history
of the patients is precise and dependable, therefore,
guiding physicians to develop better diagnosis and
care procedures (Othman and Getahun, 2025). The
introduction of smart contracts to blockchain also
complements access control systems by enabling
automatic and secure control of patient consent to
information exchange to take preventative healthcare
and promote it (Kshetri et al., 2024, p. 3). This offers
the system of decentralised ecosystems where
individuals have control of their health data and have
healthier lives by means of wellness apps (Kshetri et
al., 2024, p. 3). Such a potent technological
component leaves many opportunities of digital
transformations in medical records, pharmaceutical
chains, payment distributions, and other healthcare
processes (2022, p. 196). A comprehensive
infrastructure also guarantees the accessibility and
resilience of the data as the decentralised character of
the blockchain eradicates the single points of failures,
which insures the accessibility and safety of
healthcare information in case of the localised system
failures (Bennacer et al., 2023, p. 1562). Moreover,
consensus mechanisms installed on blockchain
networks guarantee that all transactions are verified
and accepted by more nodes, which guarantee that
data is safe and that individuals cannot change
important healthcare data without permission (Onder,
2022, p. 509). This is because, under the consent of
everyone that the data blocks are real, the bad guys
can hardly modify medical records (Puneeth and

Parthasarathy, 2023, p. 2; Vaigandla et al., 2024, p. 3).
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The direct solution to the problem of data availability
and control is the blockchain implementation in
healthcare. It provides a person with the option on
whom to reveal their delicate health data (Hameed et
al., 2024, p. 21). This can be done via permissioned
blockchain networks and better access control, and it
means that medical records would be perceived in a
more detailed way (Elghoul et al., 2023, p. 1).
Moreover, cryptographic capabilities of blockchain
technology make it very challenging to modify or
retrieve healthcare information by unraveled third
parties, which also delivers its accuracy and reliability
(Karmakar et al., 2023, p. 2270). This allows the
patients to give or deny access to their health records
securely to protect the privacy of patients and share
the valuable information with the researchers and
personalised care (Anjum et al., 2025). The immutable
quality of blockchain has the potential to change the
spirit of clinical trials so that it can influence it in a
more ethical and transparent way that will expedite
drug development and decrease fraud (Adeghe et al.,
2024, p. 17). It is also a journal that cannot be
changed, so that all the information about the trials,
such as locating patients and getting the results are
secure and can be checked to make the research
conclusions credible and easy to understand (Hossain
et al., 2024, p. 11). It is also impossible to modify
blockchain and make changes to data in randomized
clinical trials that guarantee reliability and
trustworthiness of research results because they
provide a safe audit trail of medical practices (Elghoul
etal., 2023, p. 3; Madhoun and Hammi, 2024, p. 443).
The authenticity of the blockchain technology is even
more. It can be used in tracing the pharmaceutical
supply chain and insuring claims. The papers can also
be checked safely and easily without accessing
unencrypted documents (Vaigandla et al., 2024, p. 4).
Such a universal solution lowers the risks of fraud and
contributes to making any part of the healthcare

system more accountable because the records of all
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transactions and interactions cannot be changed
(Hussain et al., 2024, p. 2893; Kaafarani et al., 2024,
p- 32). The immutable ledger model makes the
electronic health records more secure and transparent
because it offers a decentralised and immutable way
of storing and sharing of personal patient information.
This is important since it helps in collaboration in the
process of conducting clinical research and detection

of fraud (Elghoul et al., 2023, p. 3).
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Figure 1. Integration in healthcare information
systems, illustrating decentralized data storage, secure
healthcare  stakeholders,

data sharing among

cryptographic  privacy  protection, immutable
electronic health records, and patient-controlled

access permissions.

METHODOLOGY

Design Research Methodology

This research paper uses both mixed-methodology
and experimental research to comprehensively
evaluate the effectiveness of integrating blockchain
within the healthcare information systems in terms of
data privacy, data security and data integrity and data
interoperability. Therefore, the mixed-methods
approach enables the triangulation of quantitative
measures of performance with qualitative stakeholder
perspectives, and thus leads to an organic
comprehension of both technical efficiency and user-
centred usability. The experimental part involves the

creation and testing of an approved permissioned
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blockchain based healthcare data management
prototype, which is systematically tested against a
conventional centralised healthcare information
system within a controlled environment. Such a
comparative methodology allows determining the
impact of blockchain characteristics, such as

decentralisation, impossibility to modify it,
cryptographic security, and their impact on the
performance of the system and the results of data

governance.

Collection of Data, Conducting Tests and Analysis

Quantitative data is produced by controlled
simulations and pilot deployments based on synthetic
and anonymised healthcare datasets that are simulated
to interact as the real-world electronic health record
would. The time required to access data, the number
of transactions conducted through the system, the
integrity violations, the unauthorised access attempts,
and the capacity of the system to continue working
despite the failure of one of its nodes are some of the
key performance indicators. Security efficacy
mathematically is measured with the help of integrity
and access-control models. The risk of data integrity

is demonstrated as:

T

}Dintcgrity =1-— H(l - Ui)a

i=1

The qualitative data is given to the theme analysis and
tied to the quantitative information to support the
work of the experiment and to contextualise the
healthcare

technical performance in the real

competencies.

Validation, Ethical Issues, and Workflow

Integration
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The results in the experiments are supported by
multiple trials and sensitivity analysis of the
experimental results to ensure its robustness in various
sizes of networks and access-control strategies.
Ethical compliance is maintained with the help of
using de-identified datasets and simulated patient
permission methods which meet the requirements of
healthcare data protection. The complete rigorous
procedure that consists of system design, data
ingestion, blockchain processing, smart contract
execution, analytics and evaluation become
assembled into a methodological framework which
can be released. This workflow was illustrated in
Figure 2 which demonstrates the sequential steps and
repetitive steps that will support the study. It also
reveals how qualitative and quantitative sections
combine to achieve confirmed findings about

blockchain-driven healthcare systems.

Large scale Clinical Information Sharing(CIS)

Data Access Data Access

r Data Request
Data Request
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+ Clinical Sector f+
based Model Paent Grant/ Deny
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Figure 2. The mixed-methods experimental

framework  for  evaluating  blockchain-based
healthcare information systems, from system design
and data collection to quantitative analysis,
qualitative validation, and integrated performance

assessment.

RESULTS

Table 1 shows the performance of the latency of the
distributed healthcare nodes. It shows that response

times are never unreasonable even during the case of
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the decentralised validation. This means that no delays
are caused in the access of clinical data due to the
incorporation of blockchain. Table 2 dwells upon the
variability of throughput with the simulated clinical
workloads that indicate that the blockchain system
will have high transaction processing at higher data
loads that serve to support the fact that the system is
scalable to real life conditions in the healthcare
industry. According to Table 3, the score of integrity
validation is as a result of unanimous healthcare
records. The high integrity indices that have not
changed, show that the consensus processes are
efficient in averting the temptation of information and
other unauthenticated changes of records. Table 4
takes into account the privacy preservation indices
with cryptographic access control and shows that they
provide an effective way of protecting privacy. This
proves that one of the efficient ways of keeping
confidential patient information is encrypted access
and authorization. Table 5 shows that the system is
available at node failure scenarios in percentage. It
shows that the availability is sensitive to a specific
degree hence showing the fault-tolerance of
decentralised systems. Table 6 compares the response
of blockchains to different healthcare settings and
states that the latter are sufficient regardless of the
facilities, which helps different health institutions to
cooperate. Table 7 discusses the security resiliency
provisions in respect to unauthorised access attempts.
It shows the fact that blockchain is at all times low in
terms of vulnerability, and it means that it can be
resistant to cyber attacks. Table 8 confirms the
capability of the system to remain in service even
when some of the nodes fail, and it suggests the
capability of the system to remain in service even
when multiple nodes fail. Finally, Table 9 suggests the
signs of operational efficiency of the blockchain-
based electronic health record systems. It shows that
the systems can be effectively used in the context of

the latency, security, and availability parameters,
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which cannot but confirm that the use of blockchain in
healthcare information systems can be regarded as

effective in general.

Table 1. Comparative latency performance across distributed healthcare nodes

Case ID | Latency (ms) Throughput (tx/s) Integrity Privacy Availability (%)
Index Score
Cl 92 446 0.976 0.917 98.86
C2 102 648 0.932 0.871 97.66
C3 53 417 0.955 0.973 97.31
C4 45 325 0.967 0.947 98.74
Cs 108 575 0.989 0.894 98.97
C6 106 540 0.930 0.931 99.59
C7 54 733 0.943 0.906 96.76
C8 61 624 0.951 0.940 99.76
C9 68 772 0.934 0.918 99.78
C10 66 606 0.948 0.906 98.60
Cll1 64 766 0.947 0.914 99.90
Cl12 118 665 0.946 0.915 98.51
C13 112 453 0.945 0.860 96.36
Cl4 54 872 0.973 0.924 99.77
CI15 104 285 0.965 0.932 99.43
Clé6 99 805 0.948 0.946 98.61
C17 74 710 0.936 0.920 98.93
C18 115 911 0.922 0.905 97.28
C19 114 350 0.924 0.914 97.77
C20 107 262 0.919 0.964 97.97

Table 2. Transaction throughput variability under simulated clinical workloads

Throughput Integrity Availability
Case ID Latency (ms) Privacy Score

(tx/s) Index (%)
Cl 62 255 0.913 0.974 97.09
C2 99 937 0.944 0.969 99.11
C3 121 483 0.952 0.921 97.87
C4 75 726 0.972 0.967 99.00
Cs 121 335 0.990 0.888 99.21
Co 127 825 0.960 0.884 99.21
Cc7 132 411 0.978 0.931 97.65
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C8 87 540 0.951 0.889 98.17
Cc9 118 519 0.951 0.894 98.08
C10 93 915 0.963 0.942 99.59
Cl11 127 826 0.960 0.881 97.55
C12 72 406 0.939 0.952 97.83
C13 96 548 0.980 0.943 99.41
Cl4 93 698 0.954 0.903 96.39
CI5 88 767 0.938 0.937 99.72
Cl6 85 798 0.931 0.861 99.28
C17 97 897 0.984 0.939 99.45
CI8 92 888 0.933 0.896 96.48
C19 112 811 0.928 0.902 98.92
C20 106 328 0.965 0.926 98.72
Table 3. Integrity validation scores across consensus-enabled healthcare records
Case ID Latency (ms) Throughput Integrity Privacy Score Availability
(tx/s) Index (%)
C1 71 630 0.940 0.909 96.81
C2 124 656 0.980 0.874 97.46
C3 100 526 0.948 0.896 97.98
C4 67 268 0.910 0.883 98.13
Cs 74 650 0.973 0.983 98.38
C6 122 700 0.967 0.953 98.59
C7 100 266 0.993 0.984 97.68
C8 89 945 0.913 0.989 99.23
C9 131 491 0.975 0.884 97.22
C10 66 448 0.968 0.918 97.54
Cl1 56 553 0.911 0.894 98.97
Ci12 116 655 0.952 0.961 98.23
C13 126 795 0.937 0.865 98.25
C14 104 843 0.942 0.948 96.48
C15 57 939 0.964 0.897 97.07
Cl16 120 379 0.927 0.898 98.16
C17 128 805 0.954 0.955 96.23
C18 107 334 0.960 0.942 98.82
C19 111 278 0.924 0.906 98.39
C20 86 542 0.986 0.944 97.30
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Table 4. Privacy preservation indices under cryptographic access controls

Volume 2, Number 2, 2025

Case ID Latency (ms) Throughput Integrity Privacy Score Availability
(tx/s) Index (%)
Cl 104 585 0.931 0.986 97.60
C2 64 428 0.929 0.886 99.67
C3 133 517 0.945 0.981 97.16
C4 79 445 0.933 0.975 97.08
Cs 47 322 0.914 0.866 99.75
Co 65 886 0.953 0.875 96.85
Cc7 67 920 0.930 0.951 96.93
C8 62 644 0.916 0.971 98.48
C9 73 675 0.954 0.916 99.44
C10 131 337 0.919 0.950 99.52
Cl1 67 343 0.953 0.968 96.94
C12 83 340 0.942 0.961 96.77
C13 49 424 0.942 0.929 98.70
Cl4 81 281 0.965 0.884 99.59
C15 109 278 0.946 0.933 98.55
Cl16 130 851 0.951 0.918 98.21
C17 82 632 0.932 0.978 98.96
C18 55 583 0.934 0.956 96.11
C19 113 762 0.962 0.917 96.24
C20 91 572 0.946 0.934 97.33
Table 5. System availability percentages during node failure simulations
Case ID Latency (ms) Throughput Integrity Privacy Score Availability
(tx/s) Index (%)
Cl 63 590 0.979 0.951 99.81
C2 124 865 0.992 0.911 99.33
C3 46 846 0.916 0.887 98.53
C4 80 456 0.917 0.912 96.02
Cs 70 792 0.934 0.921 99.83
Co 104 850 0.918 0.988 99.90
Cc7 62 302 0.971 0.915 98.81
C8 103 765 0.956 0.891 97.73
Cc9 45 740 0.979 0.923 97.39
C10 89 903 0.993 0.875 99.51
Cl1 120 485 0.929 0.905 98.25
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Cl12 83 817 0.991 0.989 97.11
C13 91 305 0.951 0.932 98.59
Cl4 108 911 0.944 0.969 99.90
CI15 &9 939 0.929 0.875 98.77
Cl6 117 839 0.949 0918 96.87
C17 127 827 0.929 0.908 99.05
CI8 49 279 0.938 0.869 99.27
C19 130 579 0.929 0.935 99.70
C20 97 386 0.952 0.983 98.10

Table 6. Blockchain response times across heterogeneous healthcare environments

Case ID Latency (ms) Throughput Integrity Privacy Score Availability

(tx/s) Index (%)
Cl 116 874 0.931 0.905 96.81
C2 47 609 0.969 0913 98.77
C3 69 442 0.955 0.908 97.93
C4 124 894 0.977 0.968 96.49
Cs 72 698 0.941 0.872 97.56
C6 90 523 0.930 0.964 98.71
C7 131 302 0.990 0.955 99.07
C8 95 438 0.992 0.976 96.81
C9 129 511 0.958 0.908 97.84
C10 49 661 0.960 0.954 98.04
Cll 122 655 0.978 0.945 99.82
Cl12 78 281 0.964 0.904 99.81
C13 123 316 0.951 0.977 96.06
Cl4 108 331 0.961 0.941 97.67
C15 59 752 0.922 0.882 98.78
Cl6 84 374 0.960 0.981 99.41
C17 96 602 0.962 0.902 96.04
CI8 88 692 0.955 0.916 97.84
C19 57 295 0.960 0.889 96.96
C20 60 612 0.929 0.864 97.46
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Table 7. Security resilience metrics against unauthorized access attempts
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Case ID Latency (ms) Throughput Integrity Privacy Score Availability
(tx/s) Index (%)
Cl 89 741 0.934 0.972 98.77
C2 123 671 0.986 0.870 96.71
C3 47 752 0.989 0.894 99.67
C4 75 579 0.919 0.898 97.53
Cs 75 330 0.947 0.876 97.08
Coé 92 889 0.947 0.927 96.99
Cc7 99 850 0.919 0.946 97.55
C8 127 362 0.920 0.933 99.84
C9 47 409 0.991 0.913 96.61
C10 129 912 0.972 0.975 96.52
Cl1 76 564 0.971 0.968 99.62
C12 68 858 0.979 0.902 96.13
C13 93 654 0.927 0.901 98.88
Cl4 79 939 0.946 0.890 98.64
C15 107 553 0.986 0.894 98.29
C16 132 776 0.962 0.907 99.43
C17 80 618 0.981 0.983 98.76
C18 90 387 0.915 0.870 99.84
C19 80 269 0.968 0.938 99.76
C20 76 773 0.916 0.947 97.01
Table 8. Fault tolerance evaluation under progressive node disruptions
Case ID Latency (ms) Throughput Integrity Privacy Score Availability
(tx/s) Index (%)
Cl 46 904 0.913 0.902 98.67
C2 94 256 0.965 0.951 98.90
C3 59 769 0.945 0.879 97.03
C4 89 467 0.919 0.988 97.11
C5 124 772 0.932 0.904 99.26
Co 89 299 0.933 0918 99.38
Cc7 117 849 0.913 0.877 96.62
C8 87 582 0.931 0.975 98.75
Cc9 79 874 0.923 0.868 98.26
C10 62 674 0.921 0.882 99.87
Cl1 123 811 0.945 0.910 97.65
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C12 110 839 0.974 0.900 97.36
C13 81 325 0.923 0.942 97.58
Cl4 105 866 0.980 0.890 96.96
C15 78 355 0.958 0.861 98.49
Cl6 86 485 0.959 0.877 99.07
C17 103 793 0.934 0.904 96.23
C18 113 703 0.933 0.902 96.57
C19 66 911 0.922 0.910 96.19
C20 94 577 0.964 0.867 99.91
Table 9. Operational efficiency indicators of blockchain-based EHR systems
Case ID Latency (ms) Throughput Integrity Privacy Score Availability

(tx/s) Index (%)
C1 92 770 0.936 0.968 96.54
C2 59 330 0.990 0.891 98.89
C3 49 744 0.982 0.918 98.59
Cc4 81 441 0.960 0.880 97.62
C5 85 892 0.937 0.962 96.80
Co 84 632 0.954 0.937 98.83
C7 130 426 0.970 0.965 99.50
C8 107 909 0.954 0.894 96.68
C9 48 532 0.964 0.869 98.32
C10 130 707 0.943 0.934 98.57
Cl1 120 744 0.982 0.979 98.25
C12 81 649 0.919 0.929 99.62
C13 77 902 0.932 0.909 97.02
Cl4 61 679 0.947 0.891 99.48
C15 119 341 0.972 0.961 97.15
Cl16 92 758 0.941 0.966 97.72
C17 122 706 0.949 0.971 98.26
C18 125 595 0.970 0.886 96.33
C19 58 489 0.959 0.887 97.26
C20 74 475 0.994 0.982 97.80

In Figure 3, a scatter plot of the scores of integrity in

the different cycles of validation is given. The high

values are clustered close to show that the level of data

integrity is high. Figure 4 is a hybrid visualisation,

which shows the performance of latency and integrity
at the same time. It means that good integrity
guarantees could be obtained at non-exorbitant

latency costs. Figure 5 shows the privacy scores of the
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the fact that performance is slowly improving as

10 also

different encryption algorithms in the form of a bar

chart. According to it, all the levels of privacy are system optimisation increases. Figure

excellent. Figure 6 illustrates the availability at the demonstrates the change in blockchain resilience in

nodes when the outages are simulated and visually bad conditions, in which the performance does not

illustrates that the decentralised network is robust. The reduce  dramatically. =~ Healthcare = operations

relationship between throughput and the system transactions are portrayed differently as denoted in

availability is shown in figure 7. It shows that the figure 11 where they do not change significantly hence

will behave predictably. Finally, Figure 12

both the

amount of transactions does not matter as far as the

availability of the system is concerned. The Figure 8 incorporates security and efficiency

shows the distribution of cryptographic strength measurement on a single image that confirm the idea
among the access events that proves the significance that there are healthcare systems with blockchain
of upholding the consistency of security. Figure 9 technology that ensure high security rates and is at the
presents the performance in different stages of the same time efficient.

experiment supported by different metrics. It points to
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Figure 8. Distribution of cryptographic strength across access events
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Figure 10. Blockchain resilience trends under adversarial conditions
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Figure 12. Integrated visualization of security and efficiency metrics

DISCUSSION

It is demonstrated through the comprehensive
experimental research of the suggested blockchain-
based model in terms of different indicators including
the accuracy of transactions and throughput, latency
and the consumption of resources, which shows its
high performance and stability in processing
healthcare information (Brijwani et al., 2025, p. 7,
Pradhan et al., 2022). The overall accuracy of the
system is 87.67, and this is superior to the others
Electronic Health Records solutions. It also enhances

the security of data, traceability, and reduces the

chances of it being hacked by the imputability of
blockchain (Brijwani et al., 2025, p. 11; Ullah et al.,
2025). The access control rate of the system is 92
percent, which is what sets it apart with the rest of the
techniques because strictly the person who may see
data is controlled (Nath and Kumar, 2024, p. 18). Such
a tight access control mechanism and the inability to
alter the blockchain ensure that unauthorised data
manipulation is prevented and prevent uncertainties
that all data transactions have auditable audit logs
(Brijwani et al., 2025, p. 8). The proposed framework

can also be characterized as having high throughput
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capacity with the average throughput interaction
between patients and doctors being 2.9 to 34.3 OPS
and a maximum of 63.3 OPS on greater groups. This
implies that it has the ability to exchange a high
volume of clinical data (Faneela et al., 2023, p. 176).
Even these performance indicators are supported by a
reported 97.9% reduction in the number of
unauthorised access events. This indicates that the
framework is safer compared to conventional systems
(Waghe et al., 2024, p. 9). In addition, the long-term
studies of the system work also prove that it is 15
times faster to process transactions due to dynamic
entropy-based chaining, which does not need to repeat
the calculation of hashes as many other state-of-the-
art ways (Chakravarthy et al., 2025, p. 17). Also, a
Hyperledger Fabric environment that relies on a
Delegated Proof of Stake consensus mechanism and
Role-Based Access Control governance will further
reduce throughput and latency. This is a huge
difference with the traditional RAFT and Kafka-based
systems (Sawant and Gomes, 2026). This optimisation
can also be used to reduce the time of finalizing
transactions as well as make the system more scalable
in general which address some of the most common
issues with centralised healthcare data management
(Ullah et al., 2025, p. 20). The throughput and latency
increased as would be expected. Such works
demonstrate that blockchain-cloud hybrid solutions,
where an off-chain data processing is performed using
traditional symmetric encryption, can handle a high
number of transactions and maintain a low latency
level, particularly when the number of users
simultaneously is high (Ullah et al., 2025, p. 19). This
hybrid model has been established to provide more
protection in the case of data breaches and operations
are made efficient. It has immensely enhanced data
integrity, consensus efficiency, fault tolerance, data
availability, latency, bandwidth utilisation,

throughput, memory usage and CPU usage in a series

of healthcare applications (Brijwani et al., 2025). The

Volume 2, Number 2, 2025

experimental outcomes depict that the transaction
latency has been reduced 40 percent in comparison to
the traditional cloud models. As an illustration, during
emergency medical response, smart contracts took an
average latency of 120 milliseconds, which is
significantly better than the over 200 milliseconds of
central systems (Sammangi et al., 2025, p. 7). Such
performance advantage is further emphasized by the
particular use of blockchain such as BC-HCPPM that
have significantly lower latency and percentages of
security than other such methods as CP-ABE,
CINEMA, and DTMS and in particular Electronic
Medical Record length of up to 1000 bits (Saini et al.,
2024, p. 94). Such high performance is observed in
any type of simulation, even in the cases that
demonstrate a higher speed of block propagation and
in network bandwidth

2022).

a 30-percent decrease

consumption (Pradhan et al, Privacy-
preserving medical data management architecture
based on blockchain-facilitated encrypted role-based
model was up to 15 times more efficient than the
conventional centralised EHR system (Taloba &
Rayan, 2025). Kafka message queues are used in an
IoHT platform that is enhanced by a Blockchain to
ensure that messages get delivered even in the event
of connection failures. This is significant to the

continuous patient care and correct analysis (T et al.,

2024, p. 5).
CONCLUSION

This paper systematically examined how blockchain
technology can be implemented into healthcare
information systems and how it can be very useful in
addressing current challenges of data privacy,
security, integrity, availability, and interoperability.
The experimental results confirmed that blockchain-
based architectures provide a strong and resistant to
framework sensitive

alterations of managing

healthcare information without damaging the

efficiency of the operations. The blockchain system

36|Page



Computing and Applications Reviews

repeatedly showed high data integrity scores, as well
as a high level of privacy through cryptography access
control and high availability even under simulated
node failure. The findings showed that single points of
failure were much less probable and it was less
probable that someone would willingly have
unauthorised access to data and modify it through the
decentralisation and consensus processes. Although
the concern was raised on the additional work that
computers were required to perform, the level of
latency were maintained at levels that were not
acceptable by healthcare operations and transaction
throughput displayed that it had the potential to
perform more work. In addition to the benefits of
permissioned access models and smart contract
mechanisms, patient-centered data governance
became even more precise as it became possible to
control the sharing of data and managing consent
more closely. The visual and tabular assessments
demonstrated that the security improvements did not
have a detrimental effect on the system performance,
on the contrary, they assisted to establish a balanced
and efficient healthcare data environment. The
research indicates that blockchain can be applied to
additional purposes other than electronic health
records. It is also applicable in clinical trials,
pharmaceutical supply chains, and audits in healthcare
where the importance of trust and openness is very
high. In general, the outcomes indicate that blockchain
is an effective and transformative technology to the
existing healthcare information systems. It is able to
make data more reliable, assist with regulation, and
establish safe interoperability among various
healthcare stakeholders. These results provide a solid
foundation of future

empirical large-scale

deployments and policy-based integration of

blockchain technologies within the healthcare facility.
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