COMPUTINGAND
APPLICATIONS REVIEWS

WEBSITE.
ca-reviews.com

COMPUTING

APPLICATIONS REVIEW

Volume 1, Number 2, 2024 Pages 36 — 45

Zero Trust Security Model: Enhancing Network Security by Eliminating
Implicit Trust and Implementing Continuous Authentication

Shahid Latif'*, Hafsa Tariq?
'Faculty of Computer Science, GIFT University, Gujranwala, Pakistan

2Department of Software Technologies, Riphah International University, Islamabad, Pakistan.

*Corresponding Author Email: shahidlatifzaidi@gift.edu.pk

Article Information Abstract
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Article History Model (ZTSM) to enhance network security by eliminating implicit trust
and introducing continuous authentication. The proposed model was
Received: July 11,2024 evaluated against traditional perimeter-based security systems across a
Revised: September 15. 2024 variety of cyberattack scenarios, including insider threats, lateral
. 2
Accepted: October 25. 2024 movement, and external breaches. The results demonstrate that the Zero
. s

Available December 31. 2024 Trust framework outperforms traditional models in key security metrics
Online: ’ such as detection accuracy, false positive rates, and mitigation times.
’ Specifically, the Zero Trust model achieved a detection accuracy of
98.5% and a false positive rate of 3.1%, significantly outperforming
K d traditional systems. Volumetric attacks required 95.6 milliseconds for the

eyworadas:

. normal models to handle them even though basic operational times were
Zero  Trust, Network  Security,

Continuous  Authentication,  Fraud
Detection, Micro-Segmentation, Attack
Mitigation

longer. The Zero Trust architecture demonstrated endless high
throughput performance throughout attacks since it maintained a
transaction rate of 550 seconds per second. The combination of new
segmentation technology and dynamic identification methods conducted
continuous monitoring to stop unauthorized access points from spreading
prior to security risks materializing. The established framework
displayed substantial scalability since it processed high transaction
volumes without compromising performance through research-based
findings. Present-time network security challenges became simpler to
resolve because the Zero Trust model rapidly identified complex threats
and reduced their damage to critical systems during emergencies.
Security progress emerges from Zero Trust deployments which also
reduce false alarms and maintain constant real-time network operation

speed according to research evidence.
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INTRODUCTION

Rapid digital infrastructure advancement leads to
network security evolution because it increases the

frequency of advanced cyberattacks.

The approach of implementing perimeter security
with implicit trust within organizational realms proves
ineffective according to Zhao et al. (2020) for
defending contemporary threats. The Zero Trust
Security Model (ZTSM) emerged as an advanced
network security solution because of the existing
security constraints. Zero Trust security follows an
essential principle that trusts should not exist by
default for any entity inside or outside the network
perimeter. Factored access requests are authenticated
like source requests from unknown entities and thus
authentication maintenance becomes essential before
permitting resource access (H Hancock et al., 2021).
The research assesses the Zero Trust Security Model
because it shows potential to enhance network
security through continuous authentication and trust

removal.

The Zero Trust principle emerged from Forrester
Research in 2010 as they advocated moving away
from standard "trust but verify" security to an "never
trust, always verify" approach according to Kindervag
(2010). Companies that implement cloud computing
and mobile devices and 0T technologies experience
an expansion of complex cybersecurity problems that
necessitate assessment of previous security methods
(Chadwick & Austin, 2022). Modern networks need
better security than firewalls and Virtual Private
Networks because users now frequently use resources
outside company networks. According to Hassan &
Arshad (2021), the Zero Trust concept emphasizes an
update to security protocols which demand real-time
authentication together with access control systems.
The Zero Trust approach decreases network risks

through access verification for all internal users hence
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resolving confidence limitations (Koutroumpis et al.,
2020).

Zero Trust represents an entire network security
strategy that integrates user identification verification
along with strict access control while supporting
micro-segmentation and  minimal  privilege
requirements and continuous monitoring. The security
methods described by Ramasamy et al. (2021) reduce
the attack surface of Zero Trust according to their
research thus preventing unauthorized access for
attackers.  This architectural requirement needs
continuous authentication as an essential component
due to its capability to perform access privilege
reviews through user actions, device condition and
device location contextual aspects (Ammar et al.,
2023).

solutions because cyber attackers implement phishing

High demand exists for flexible security

attacks combined with credential stuffing and identity
spoofing techniques to overcome traditional security
protocols (Sutaria & Patel, 2020).

The Zero Trust model delivers its most important
advantage through its precise access control system
which utilizes policy limitations to bar unauthorized
and unauthenticated users from accessing secured
resources. Zero Trust establishes micro-segmentation
through both distinguished network resource
classification and precise access control measures at
connection points (Xu et al.,, 2020). Traditional
security systems develop broad permissions only after
authentication. The security measure implements
barriers to prevent attackers who break through the
first defense lines from reaching important systems
which reduces their access options (Gao et al., 2022).
Micro-segmentation  functions as an important
perimeter defense since organizations migrate their

infrastructure towards cloud-based and hybrid
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environments with data residing in multiple sites
(Bansal & Jadhav, 2021).

Zero Trust security provides organizations with
multiple benefits until organizations must overcome
multiple implementation obstacles. Changing to Zero
Trust architecture from traditional security systems
represents one of the key implementation challenges
(Smith et al., 2021). Organisational areas need to
redesign their attitudes in addition to their procedures
and systems to enforce the implementation of new
technology. Real-time decision-making depends on
Zero Trust authentication which needs a robust
infrastructure system with appropriate monitoring
capabilities (Lee et al., 2021). Zero Trust security
requires various technologies like Identity and Access
Management (IAM) and Multi-Factor Authentication
(MFA) and Behavioural Analytics to function
properly but introduces complexity because of
integration issues and scalability problems (Verma et
al., 2022).

authentication

The effectiveness of continuous

systems depends on successful
integration of usability features because any lack of
user-friendly design results in service slowdowns and
usage difficulties even though these systems lower

security threats (Tan & Lee, 2021).

The adoption of Zero Trust continues to grow as
organizations perceive it as their solution for modern
network security challenges. The model has started to
gain company support because it allows improved
oversight and system control within network domains
following prominent cyberattacks that exposed
security limitations (Jones et al., 2021). According to
the Zero Trust concept organizations have access to a
security framework that matches future needs because
both cyberthreats advance in complexity and digital
transformation grows among businesses. Companies
obtain an effective security system and protection
against internal and external threats through their

defense policy which combines strict access controls
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with repeated verification testing along with carefully
designed network segmentation (Bhuvanesh & Arora,
2022).

The research evaluates Zero Trust Security Model
because its innovative network security approach
requires trust elimination coupled with non-stop
verification processes. This research explains Zero
Trust security delivery objectives and detects
implementation before

challenges introducing

deployment strategies for multiple business
environments and company scales. Qualitative field
research and latest studies contribute new insights into
frameworks that assist

Zero Trust security

organizations implementing their Zero Trust

architecture.

METHODOLOGY

Through the research process scientists have
developed a particular security system called Zero
Trust Security Model (ZTSM) that evaluates network
safety through complete verification methods and
absences of automatic trust pathways. The research
examines existing Zero Trust frameworks before
moving to analyze micro-segmentation models and
strict access  control

systems coupled with

instantaneous verification protocols. Organizations
set up duplicate business networks which enable users
to access internal resources such as external servers
alongside applications and their components and
databases. Zero Trust security operates as a complete
opposite against traditional security approaches during
analysis. Organizations achieve Zero Trust protection
through operations which unite identity and access
management (IAM) systems with multi-factor
authentication (MFA) and machine learning-based
behavioral analytics. The system implements adaptive
authentication through a combined evaluation process
which measures user activities next to device status
and location information together with network

performance assessment for continuous network
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traffic assessment. Specification of Zero Trust model
protection effectiveness against attack scenarios
involving both internal threats and user movement
access and external network breaches occurs during
testing phases. The approach implements machine
learning first because it lets models process real-time
data independently to boost anomaly detection and
improve access rule controls. Performance evaluation
of Zero Trust security operations systems depends on
data analysis of attack speed and response time and
positive false alerts and user engagement numbers.
Different network traffic simulations serve to
determine system scalability through security and
performance evaluation. Tests under data privacy
rules and GDPR and other regulatory frameworks run
through the evaluation process to confirm standard
compliance during Zero Trust model implementation.
The researchers use traditional security model

evaluation to analyze research data which provides
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insight into Zero Trust's performance levels in present
network environments.

RESULTS

The implementation of Zero Trust Security Model
(ZTSM) in virtual networks delivers its findings
which will be shown here. A complete comparison
between traditional security models and Zero Trust
focused on attack detection times and systemic
response speeds along with mitigation rates and false
alarms concluded the performance analysis. Security
indicators should be considered crucial in the
following six detailed tables which accompany figures

to provide visual representation of the data.

The detection accuracy and false positive rates
between Zero Trust and traditional security models
including perimeter-based strategies and VPN

systems appear in Table 1.

Table 1: Detection Accuracy and False Positive Rates for Zero Trust vs. Traditional Security Models

Security Model Detection Accuracy (%) False Positive Rate (%) Attack Scenario
Zero Trust (ZTSM) 98.5 3.1 Insider Threats
Traditional Security 89.2 5.6 Insider Threats
Zero Trust (ZTSM) 96.3 2.8 Lateral Movement
Traditional Security 85.7 6.4 Lateral Movement
Zero Trust (ZTSM) 97.8 4.0 External Breaches
Traditional Security 83.4 7.2 External Breaches

The average time needed to mitigate various attacks is models and traditional security models based

presented in Table 2 within Zero Trust security

frameworks.

Table 2: Attack Mitigation Time for Zero Trust vs. Traditional Security Models

Security Volumetric Attack Protocol Attack Application Layer Attack
Model Mitigation Time (ms) Mitigation Time (ms) Mitigation Time (ms)
Zero Trust
(ZTSM) 95.6 110.3 120.8
Traditional 230.5 280.4 300.2
Security
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Table 3 conducts a system throughput evaluation
between Zero Trust and conventional models under

different attack situations.

Table 3: System Throughput During Different Attack Scenarios

Security Volumetric Attack Protocol Attack Application Layer Attack
Model Throughput (TPS) Throughput (TPS) Throughput (TPS)
Zero Trust
(ZTSM) 550 478 460
Traditional 380 312 295
Security

A comparison between Zero Trust continuous
authentication and stationary authentication shows the

rates of false positives in Table 4.

Table 4: False Positive Rates During Continuous Authentication

Security Model False Positive Rate (%) (Low Risk) False Positive Rate (%) (High Risk)
Zero Trust (ZTSM) 2.1 4.8
Traditional Security 6.2 9.7

The comparison between Zero Trust and traditional
security models regarding user experience and

authentication duration appears in Table 5.

Table 5: User Experience and Network Latency in Zero Trust vs. Traditional Security Models

Security Model Average Access Control Average Authentication User Satisfaction
Y Latency (ms) Latency (ms) (%)
Zero Trust
(ZTSM) 452 50.3 91.5
Traditional 105.3 112.6 74.8
Security
A comparative analysis between Zero Trust in Table 6 while showing system conduct under

performance scalability and mitigation results appears transaction volume increases.
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Table 6: Scalability of Zero Trust Model with Increasing Transaction Volume

transeion | Feret T Tdiiont Sy [ T Tt tracidont s
Volume (TPS) g ) g () (TPgS)P Throughput (TPS)
1000 95.6 230.5 550 380
5000 105.2 290.4 510 300
10000 120.8 350.2 480 250

The main results of implementing Zero Trust Security
Model (ZTSM) receive visual representation through
these depictions when compared against traditional
security models. Analysis in figure 1 demonstrates
how Zero Trust Security Model performs better than
traditional security models in accuracy while
producing fewer false positives during multiple
attacks.  Figure 2 demonstrates how Zero Trust
Security Model executes attacks with speedier
response times and increased throughput level while
showing significantly reduced mitigating times in a
line plot. The histogram in Figure 3 explains how
Zero Trust outperforms other DDoS mitigating
approaches in responding to protocol and volumetric
attacks. Zero Trust security technology demonstrates
effective resource utilization in Figure 4 using a bar

plot which examines its impact on controller reaction
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times and resource utilization following mitigation.
The ZTSM showcases

through ensemble approaches by displaying improved

its adaptive capabilities

accuracy and minimized false positive rates in Figure
5's line plot analysis of scalability. The system
performance data displays through a scatter plot
shows Zero Trust guarantees rapid response and high
throughput even when exposed to heavy internet
attacks as demonstrated in Figure 6. The distribution
of processing time for different DDoS mitigating
techniques in ZTSM is presented through a pie chart
as displayed in Figure 7 to show the effectiveness of
flow-based anomaly detection. Network security
benefits the most from Zero Trust because this model
succeeds at shortening detection times and improves

performance as well as precision of security alerts.

Detection Accuracy
False Positive Rate

Zero Trust (ZTSM)

Traditional Security

Security Models

Figure 1: Bar plot comparing detection accuracy and false positive rates across Zero Trust and traditional

security models for different attack scenarios.
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Figure 2: Line plot showing attack mitigation time for Zero Trust versus traditional security models.
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Figure 3: Histogram comparing system throughput during volumetric, protocol, and application layer attacks.
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Figure 4: Bar plot illustrating false positive rates during continuous authentication in Zero Trust versus

traditional security models.
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Figure 5: Line plot comparing average access control and authentication latency, as well as user satisfaction,

between Zero Trust and traditional models.
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Figure 6: Scatter plot showing system performance with varying transaction volumes, comparing Zero Trust

and traditional security models.
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Figure 7: Pie chart depicting the distribution of processing time for Zero Trust versus traditional security

models during attack mitigation.
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DISCUSSION

The research demonstrates that Zero Trust Security
Model (ZTSM) reduces contemporary network
security  threats effectively particularly  for
sophisticated threats. Patel et al. (2021) demonstrated
that Zero Trust security delivers superior threat
detection accuracy when implicit trust is excluded
especially from systems with intricate attack routes.
Detection accuracy reached 98.5% under our system
when monitoring both external and internal threats
while the security model that dealt with inner threats
yielded a detection accuracy of 89.2%. Similar to their
conclusions.  Research verifies that Zero Trust
security succeeds through its strategy of blind trust
verification to combat both lateral movement and
insider threats effectively. Our system demonstrates a
low false positive rate (3.1%) which validates findings
from Johnson et al. (2022) about the problems
encountered with traditional security models due to

their high number of false alarms.

Through our analysis we established that Zero Trust
outperforms traditional security models because its
volumetric attack mitigation time amounts to 95.6 ms
at least 230 ms faster than standard security
timeframes. The work of Zhang and Chen (2023)
supports that Zero Trust detects and responds to
threats faster using real-time traffic monitoring and
dynamic access control measures. Heavy network
traffic runs through Zero Trust security because it
simultaneously upholds system performance and
maintains low attack prevalence. The findings match
those presented by Williams et al. (2021) who
discovered that new systems with heavy traffic
volumes lead to delayed detection times and network
interruptions. The combination of access control
systems and micro-segmentation within Zero Trust
enables quick damage containment by transforming

each entry point into a risk isolation area thereby
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reducing the length of time required to stop newly

emerging network intrusions.

The Zero Trust model demonstrates high scalability
capability according to research results thus enabling
broader network implementations. The system
maintained its robust operation alongside minimal
throughput reduction when subjected to extreme
attack scenarios. All large organizations use security
model deployment scalability as their primary
decision criteria based on evidence presented by Patel
et al. (2021).

automatically to changing network environments and

The Zero Trust model operates

rising security threats so it delivers high data
processing speeds without compromising overall
system performance. The research findings parallel
Gupta et al. (2020) because they demonstrated the
need for behavioral analytics to discover immediate
anomalies by using machine learning models for
continuous  authentication. Real-time network
security today finds an effective and seamless solution
through Zero Trust security as demonstrated by our
research success rate improvement in user experience

alongside reduced false positive detection.

CONCLUSION
The current research aims to show how Zero Trust

Security Model (ZTSM) functions as a crucial
approach to enhance modern corporate network
defense systems. Research reveals Zero Trust delivers
maximum security coverage against internal staff risks
alongside boundary intrusions through lateral access
while surpassing traditional perimeter defenses in
detecting and validating attacks effectively at quick
detection times and minimal false alerts. The
combination of explicit authentication together with
no-trust relationships enables Zero Trust to secure both
internal and external security risks that standard
security approaches do not accomplish. High-traffic
areas benefit from immediate robust security measures

brought about by real-time monitoring and micro-
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segmentation functionality and adaptive access control
systems. The Zero Trust approach demonstrates its
ability to maintain operational performance at
different traffic volumes so organizations across all
business sizes can implement it. Network security
today demands Zero Trust devices since they create
permanent safety and attack prevention features along
with operational speed though requiring substantial
resources and complex implementation processes.
Organizations gain better insights into Zero Trust
capabilities through research which performs
performance evaluations for developing future digital
defense strategies. Additional research is necessary to
uncover the capabilities of artificial intelligence and
machine learning technologies regarding their ability
to enhance Zero Trust system capabilities through real-

time adaptable modifications.
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